
  

unless it is clear and can be op‐
eraƟonalized by state depart‐
ments; therefore, CalOHII began 
soliciƟng input from affected 
state departments on our first 
phase of draŌ policies.  

We appreciate the com‐
ments and suggesƟons of all 
who reviewed them; we will 
conƟnue to solicit  input from 
affected state departments 
throughout the development of 
the SHIPM. 

CalOHII is also soliciƟng 
input from the CalOHII Policy 
Steering Team (PoST), a group of 
healthcare experts represenƟng 
government and private sectors 
who volunteer Ɵme to share 
their experƟse.  

Through this collaboraƟve 
process, we hope to provide 
clear, workable direcƟon to 
state departments on how best 
to protect their consƟtuents’ 
medical informaƟon. 

CalOHII is draŌing a new 
State Health InformaƟon 
Policy Manual (SHIPM) which 
will apply to all state depart‐
ments who are directly or 
indirectly impacted by HIPAA. 
When completed, the SHIPM 
will take the place of           
CalOHII’s previously pub‐
lished policy memoranda. 

 Unlike the previous poli‐
cy memoranda, direcƟon will 
be based upon not only 
HIPAA, but upon other priva‐
cy laws as well such as the 
ConfidenƟality of Medical 
InformaƟon Act (CMIA) and 
the InformaƟon PracƟces Act 
(IPA). 

CalOHII has the responsi‐
bility and authority to create 
statewide policy on compli‐
ance with these laws includ‐
ing which laws apply and 
when they apply.  

CalOHII is currently con‐
ducƟng compliance reviews 
of state enƟƟes to evaluate 
the level of compliance with 
privacy, security, paƟents 
rights, and transacƟon and 
code set laws relaƟng to 
HIPAA  

To meet these responsi‐
biliƟes, CalOHII is creaƟng a 
policy manual that can be 
easily understood by all staff, 
not just those with legal 
training, and provide, to the 
extent possible through poli‐
cy, consistent and uniform 

interpretaƟon and applica‐
Ɵon of these laws including 
those relaƟng to security, 
paƟents rights, and transac‐
Ɵons and code sets.  

These policies will be the 
foundaƟonal rules upon 
which CalOHII conducts fu‐
ture compliance reviews of 
affected state departments.  

The guiding principles of 
the SHIPM project are three‐
fold: 

  To provide clear and 
unambiguous guidance 
to state departments on 
the use, disclosure, and 
protecƟon of paƟent 
medical informaƟon; and 
ensure state depart‐
ments are following all 
applicable state and fed‐
eral privacy laws, not 
just HIPAA. 

 To provide thorough and 
clear understanding of 
privacy law for state de‐
partments who have 
oversight of other state 
departments and outside 
enƟƟes, so enforcement 
is consistent and accu‐
rate. 

 To create the SHIPM in a 
collaboraƟve manner by 
soliciƟng input from 
affected state depart‐
ments. 
 
CalOHII realizes the 

SHIPM  will not be helpful 

CalOHII Starts Receiving Feedback on new State Health 
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Deputy Secretary Corner 

By Pam Lane 

P A G E  2  

Data Standards and The Triple Aim   

This Summer we have watched a number of 

global health scenarios make headline news.  

From Ebola virus deaths in Africa and Europe to 

West Nile  and whooping cough in our own back‐

yard, the tracking of global health concerns is not 

something to be taken lightly.  But how do we 

know these diseases are occurring?  Through the 

reporƟng of diseases using standardized data 

sets. 

The World Health OrganizaƟon (WHO) devel‐

oped the InternaƟonal ClassificaƟon of Diseases 

(ICD) specifically for the reporƟng and capture of 

diseases globally.  The monitoring of this re‐

porƟng allows WHO to be aware and take acƟon 

when there is need for issuing alerts—like the 

noƟficaƟon of “emergency” from last week re‐

garding Ebola—heightening response. 

 One of the challenges that led to revision ten 

(ICD‐10) was the limitaƟon within version nine for 

expansion to accommodate addiƟons of new 

codes in the appropriate divisions of the system. 

We hear on a consistent basis of newly mu‐

tated strains of diseases such as avian flu.  And 

as there are more specify strains idenƟfied, we 

need more specific codes for state, naƟonal and 

internaƟonal reporƟng.  The reporƟng, leads to 

monitoring which can lead to prevenƟon and 

treatment. 

That’s one leg of the triple legged stool 

known as the Triple Aim.  Triple Aim = lower 

cost, beƩer healthcare and beƩer health (for 

individuals and populaƟons).  Without knowing 

what is affecƟng health, we can’t improve the 

outcomes. 

Standards for data reporƟng lead  to new 

standards in care—through reporƟng, monitor‐

ing and improvement in treatment.  Knowledge 

really is powerful.  Data standards:  Another 

piece of the giant puzzle we call “HEALTH” 

HIPAA In Focus         
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Please contact us with any 
HIPAA questions or is-
sues. We are here to 
help: 

Wanda Yepez  
wanda.yepez@ohi.ca.gov 

(916) 651-3366 
 

Kerry Cataline 
kerry.cataline@ohi.ca.gov 

(916) 651-3364 
 

Alan Zamansky 
alan.zamansky@ohi.ca.gov 

(916) 651-6907 
 

Cassie McTaggart 
(9160) 651-0422 

Cassandra.mctaggart@ohi.ca.gov 

CalOHII has been working with departments affected by ICD‐

10 to help ensure they are ready for the later implementaƟon 

day.  

We are grateful to staff in affected departments who have 

regularly provided us with updates on their progress as well as 

shared with us what, if any, addiƟons or adjustments they plan  to 

make in response to the delay in implementaƟon. 

The general consensus is that state departments are not 

slowing down. Many departments are using the extra Ɵme to pro‐

vide addiƟonal training and/or tesƟng.  

At CalOHII, now that the final rule has been issued, we will 

use the addiƟonal Ɵme to meet with affected departments one‐

on‐one to provide addiƟonal support as needed to ensure a suc‐

cessful transiƟon on October 1,  2015.  

On July 31st, the US Department of Health and Human 

Services (HHS) announced the finalized compliance date for 

the ICD‐10 code set. According to an HHS press release, the 

new implementaƟon date for the transiƟon to ICD‐10 will 

be October 1, 2015.  

This is not a proposed rule, but a final rule, which was 

published in the Federal Register on August 4th. The final 

rule changes the compliance date for ICD‐10 from October 

1, 2014 to October 1, 2015 and requires covered enƟƟes to 

conƟnue using ICD‐9‐CM through September 30, 2015. 

You can find the final rule at: 

hƩps://www.federalregister.gov/arƟcles/2014/08/04/2014‐

18347/administraƟve‐simplificaƟon‐change‐to‐the‐

compliance‐date‐for‐the‐internaƟonal‐classificaƟon‐of 

CMS Provides Guidance On ICD-10 Delay 

http://www.ohii.ca.gov/�
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endar year 2011, which affected 

approximately 11,415,185 indi‐

viduals. 

The OCR received 222 re‐

ports of breaches of over 500 

records during the calendar year 

2012, which affected approxi‐

mately 3,273,735 individuals. 

CumulaƟvely, from Septem‐

ber 23, 2009, to December 31, 

2012, the OCR received 710 re‐

ports affecƟng approximately 

22.5 million individuals.” 

These staƟsƟcs starkly high‐

light the enormity of the nega‐

Ɵve impact caused by breaches 

when one considers the number 

of individuals affected.  

The good news is that this 

negaƟve impact is largely pre‐

ventable through the consistent 

applicaƟon of best pracƟces to 

protect paƟent informaƟon.   

 The most common breach 

causes in 2011 and 2012 accord‐

ing to the report, were, “...theŌ; 

loss; unauthorized access or dis‐

closure; improper disposal; hack‐

ing or IT incident; and unknown 

or other.”  

To combat these causes, the 

The following was excerpted  

from the June 26, 2014 arƟcle in 

“The Colefire Blog.” You can find 

the arƟcle in its enƟrety at: 

hƩp://www.coalfire.com/The‐

Coalfire‐Blog/June‐2014/What‐you‐

need‐to‐know‐from‐the‐OCRs‐Report‐

to‐Con#.U8QMV6Xz4n4.email  

We wanted to highlight this 

arƟcle to share naƟonal breach 

staƟsƟcs and to serve as a re‐

source for any state department 

looking for ways to protect pa‐

Ɵent medical informaƟon. 

The arƟcle highlights a report 

to Congress given by the federal 

Health and Human Services Agen‐

cy (HHS) in mid‐June enƟtled, 

Annual Report to Congress on 

Breaches of Unsecured Protected 

Health InformaƟon (PHI) for cal‐

endar years 2011 and 2012.  

The arƟcle summarizes the 

report findings, provides, back‐

ground, and discusses lessons 

that organizaƟons can learn 

about how to protect paƟent 

health informaƟon. The arƟcle 

restates the federal report find‐

ings as follows, “The OCR re‐

ceived 236 reports of breaches of 

over 500 records during the cal‐

arƟcle highlights the most com‐

mon remediaƟon acƟons taken 

for breaches affecƟng 500 or 

more people. They are: “ 

 “Revising policies and pro‐

cedures; 

 Improving physical security 

by installing new security 

systems or by relocaƟng 

equipment or records to a 

more secure area; 

 Training or retraining work‐

force members who handle 

PHI; 

 Providing free credit moni‐

toring to customers; 

 AdopƟng encrypƟon tech‐

nologies; 

 Imposing sancƟons on 

workforce members who 

violated policies and proce‐

dures for removing PHI 

from faciliƟes or who im‐

properly accessed PHI, 

among other issues; 

 Changing passwords; 

 Performing a new risk as‐

sessment; and 

 Revising business associate 

contracts to include more 

detailed provisions for the 

protecƟon of health infor‐

maƟon.” 

 

These and other required 

preventaƟve measures are al‐

ready part of standard state 

pracƟce. This arƟcle is just a 

good reminder of how im‐

portant consistent applicaƟon of 

these pracƟces are to protect 

the privacy of our consƟtuents 

and our departments from sanc‐

Ɵons.  

ICD-10 Delay (continued from page 1) 

Report to Congress on 2011 and 2012 Breaches 

CalOHII is also reviewing its recent statewide re‐assessment results to en‐

sure that there aren’t any newly impacted departments, who may be poten‐

Ɵally affected by ICD‐10, and may need assistance.   

We look forward to working closely with you as we come closer to the 

revised ICD‐10 launch date.  

For more informaƟon, please refer to an arƟcle published by AHIMA 

(American Health InformaƟon Management AssociaƟon) in its newsleƩer . 

http://www.coalfire.com/The-Coalfire-Blog/June-2014/What-you-need-to-know-from-the-OCRs-Report-to-Con#.U8QMV6Xz4n4.email.�
http://www.coalfire.com/The-Coalfire-Blog/June-2014/What-you-need-to-know-from-the-OCRs-Report-to-Con#.U8QMV6Xz4n4.email.�
http://www.coalfire.com/The-Coalfire-Blog/June-2014/What-you-need-to-know-from-the-OCRs-Report-to-Con#.U8QMV6Xz4n4.email.�
http://www.coalfire.com/The-Coalfire-Blog/June-2014/What-you-need-to-know-from-the-OCRs-Report-to-Con#.U8QMV6Xz4n4.email.�
http://www.coalfire.com/The-Coalfire-Blog/June-2014/What-you-need-to-know-from-the-OCRs-Report-to-Con#.U8QMV6Xz4n4.email.�
http://www.coalfire.com/The-Coalfire-Blog/June-2014/What-you-need-to-know-from-the-OCRs-Report-to-Con#.U8QMV6Xz4n4.email.�
http://www.coalfire.com/The-Coalfire-Blog/June-2014/What-you-need-to-know-from-the-OCRs-Report-to-Con#.U8QMV6Xz4n4.email.�
http://www.coalfire.com/The-Coalfire-Blog/June-2014/What-you-need-to-know-from-the-OCRs-Report-to-Con#.U8QMV6Xz4n4.email.�
http://www.coalfire.com/The-Coalfire-Blog/June-2014/What-you-need-to-know-from-the-OCRs-Report-to-Con#.U8QMV6Xz4n4.email.�
http://www.coalfire.com/The-Coalfire-Blog/June-2014/What-you-need-to-know-from-the-OCRs-Report-to-Con#.U8QMV6Xz4n4.email.�
http://www.coalfire.com/The-Coalfire-Blog/June-2014/What-you-need-to-know-from-the-OCRs-Report-to-Con#.U8QMV6Xz4n4.email.�
http://www.coalfire.com/The-Coalfire-Blog/June-2014/What-you-need-to-know-from-the-OCRs-Report-to-Con#.U8QMV6Xz4n4.email.�
http://www.coalfire.com/The-Coalfire-Blog/June-2014/What-you-need-to-know-from-the-OCRs-Report-to-Con#.U8QMV6Xz4n4.email.�
http://www.coalfire.com/The-Coalfire-Blog/June-2014/What-you-need-to-know-from-the-OCRs-Report-to-Con#.U8QMV6Xz4n4.email.�
http://www.coalfire.com/The-Coalfire-Blog/June-2014/What-you-need-to-know-from-the-OCRs-Report-to-Con#.U8QMV6Xz4n4.email.�
http://www.coalfire.com/The-Coalfire-Blog/June-2014/What-you-need-to-know-from-the-OCRs-Report-to-Con#.U8QMV6Xz4n4.email.�
http://journal.ahima.org/2014/07/31/icd-10-final-rule-released-october-2015-official-compliance-deadline/�

	CalOHII Starts Receiving Feedback on new State Health Information Policy Manual (SHIPM) 

	HIPAA 

	       In Focus

	Issue 6 Volume 	august, 2014

	Page #

	CMS Provides Guidance On ICD-10 Delay

	ICD-10 Delay (continued from page 1)

	Report to Congress on 2011 and 2012 Breaches



<<

  /ASCII85EncodePages false

  /AllowTransparency false

  /AutoPositionEPSFiles true

  /AutoRotatePages /None

  /Binding /Left

  /CalGrayProfile (Dot Gain 20%)

  /CalRGBProfile (sRGB IEC61966-2.1)

  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)

  /sRGBProfile (sRGB IEC61966-2.1)

  /CannotEmbedFontPolicy /Error

  /CompatibilityLevel 1.4

  /CompressObjects /Tags

  /CompressPages true

  /ConvertImagesToIndexed true

  /PassThroughJPEGImages true

  /CreateJobTicket false

  /DefaultRenderingIntent /Default

  /DetectBlends true

  /DetectCurves 0.0000

  /ColorConversionStrategy /CMYK

  /DoThumbnails false

  /EmbedAllFonts true

  /EmbedOpenType false

  /ParseICCProfilesInComments true

  /EmbedJobOptions true

  /DSCReportingLevel 0

  /EmitDSCWarnings false

  /EndPage -1

  /ImageMemory 1048576

  /LockDistillerParams false

  /MaxSubsetPct 100

  /Optimize true

  /OPM 1

  /ParseDSCComments true

  /ParseDSCCommentsForDocInfo true

  /PreserveCopyPage true

  /PreserveDICMYKValues true

  /PreserveEPSInfo true

  /PreserveFlatness true

  /PreserveHalftoneInfo false

  /PreserveOPIComments true

  /PreserveOverprintSettings true

  /StartPage 1

  /SubsetFonts true

  /TransferFunctionInfo /Apply

  /UCRandBGInfo /Preserve

  /UsePrologue false

  /ColorSettingsFile ()

  /AlwaysEmbed [ true

  ]

  /NeverEmbed [ true

  ]

  /AntiAliasColorImages false

  /CropColorImages true

  /ColorImageMinResolution 300

  /ColorImageMinResolutionPolicy /OK

  /DownsampleColorImages true

  /ColorImageDownsampleType /Bicubic

  /ColorImageResolution 300

  /ColorImageDepth -1

  /ColorImageMinDownsampleDepth 1

  /ColorImageDownsampleThreshold 1.50000

  /EncodeColorImages true

  /ColorImageFilter /DCTEncode

  /AutoFilterColorImages true

  /ColorImageAutoFilterStrategy /JPEG

  /ColorACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /ColorImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000ColorACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000ColorImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasGrayImages false

  /CropGrayImages true

  /GrayImageMinResolution 300

  /GrayImageMinResolutionPolicy /OK

  /DownsampleGrayImages true

  /GrayImageDownsampleType /Bicubic

  /GrayImageResolution 300

  /GrayImageDepth -1

  /GrayImageMinDownsampleDepth 2

  /GrayImageDownsampleThreshold 1.50000

  /EncodeGrayImages true

  /GrayImageFilter /DCTEncode

  /AutoFilterGrayImages true

  /GrayImageAutoFilterStrategy /JPEG

  /GrayACSImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /GrayImageDict <<

    /QFactor 0.15

    /HSamples [1 1 1 1] /VSamples [1 1 1 1]

  >>

  /JPEG2000GrayACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /JPEG2000GrayImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 30

  >>

  /AntiAliasMonoImages false

  /CropMonoImages true

  /MonoImageMinResolution 1200

  /MonoImageMinResolutionPolicy /OK

  /DownsampleMonoImages true

  /MonoImageDownsampleType /Bicubic

  /MonoImageResolution 1200

  /MonoImageDepth -1

  /MonoImageDownsampleThreshold 1.50000

  /EncodeMonoImages true

  /MonoImageFilter /CCITTFaxEncode

  /MonoImageDict <<

    /K -1

  >>

  /AllowPSXObjects false

  /CheckCompliance [

    /None

  ]

  /PDFX1aCheck false

  /PDFX3Check false

  /PDFXCompliantPDFOnly false

  /PDFXNoTrimBoxError true

  /PDFXTrimBoxToMediaBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXSetBleedBoxToMediaBox true

  /PDFXBleedBoxToTrimBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXOutputIntentProfile ()

  /PDFXOutputConditionIdentifier ()

  /PDFXOutputCondition ()

  /PDFXRegistryName ()

  /PDFXTrapped /False



  /CreateJDFFile false

  /Description <<



    /BGR <>

    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>

    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>

    /CZE <>

    /DAN <>

    /DEU <>

    /ESP <>

    /ETI <>

    /FRA <>

    /GRE <>



    /HRV (Za stvaranje Adobe PDF dokumenata najpogodnijih za visokokvalitetni ispis prije tiskanja koristite ove postavke.  Stvoreni PDF dokumenti mogu se otvoriti Acrobat i Adobe Reader 5.0 i kasnijim verzijama.)

    /HUN <>

    /ITA <>

    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>

    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>

    /LTH <>

    /LVI <>

    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)

    /NOR <>

    /POL <>

    /PTB <>

    /RUM <>

    /RUS <>

    /SKY <>

    /SLV <>

    /SUO <>

    /SVE <>

    /TUR <>

    /UKR <>

    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)

  >>

  /Namespace [

    (Adobe)

    (Common)

    (1.0)

  ]

  /OtherNamespaces [

    <<

      /AsReaderSpreads false

      /CropImagesToFrames true

      /ErrorControl /WarnAndContinue

      /FlattenerIgnoreSpreadOverrides false

      /IncludeGuidesGrids false

      /IncludeNonPrinting false

      /IncludeSlug false

      /Namespace [

        (Adobe)

        (InDesign)

        (4.0)

      ]

      /OmitPlacedBitmaps false

      /OmitPlacedEPS false

      /OmitPlacedPDF false

      /SimulateOverprint /Legacy

    >>

    <<

      /AddBleedMarks false

      /AddColorBars false

      /AddCropMarks false

      /AddPageInfo false

      /AddRegMarks false

      /ConvertColors /ConvertToCMYK

      /DestinationProfileName ()

      /DestinationProfileSelector /DocumentCMYK

      /Downsample16BitImages true

      /FlattenerPreset <<

        /PresetSelector /MediumResolution

      >>

      /FormElements false

      /GenerateStructure false

      /IncludeBookmarks false

      /IncludeHyperlinks false

      /IncludeInteractive false

      /IncludeLayers false

      /IncludeProfiles false

      /MultimediaHandling /UseObjectSettings

      /Namespace [

        (Adobe)

        (CreativeSuite)

        (2.0)

      ]

      /PDFXOutputIntentProfileSelector /DocumentCMYK

      /PreserveEditing true

      /UntaggedCMYKHandling /LeaveUntagged

      /UntaggedRGBHandling /UseDocumentProfile

      /UseDocumentBleed false

    >>

  ]

>> setdistillerparams

<<

  /HWResolution [2400 2400]

  /PageSize [612.000 792.000]

>> setpagedevice



